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Abstract

The rapid advancement of deepfake generation poses significant
challenges for reliable media verification. Effective detection in-
creasingly demands methods that are both accurate and inter-
pretable, motivating the use of multimodal large language models
(MLLMs) for transparency and human-aligned explainability. While
prior work has primarily focused on open-source MLLMs, we in-
vestigate, for the first time, the potential of a closed-source model,
Google Gemini 2.5, for deepfake detection and explanation. We
systematically evaluate Gemini via zero-shot testing and adapter-
based black-box fine-tuning using Google Vertex AL On a simple
binary dataset (FaceForensics++), zero-shot performance is low
and fine-tuning yields only modest gains. Remarkably, on a vision-
language benchmark (DD-VQA), even straightforward black-box
fine-tuning enables Gemini to outperform existing state-of-the-art
models, highlighting the dataset-dependent impact of fine-tuning
on closed-source models. Our study empirically demonstrates the
feasibility of explainable deepfake detection using closed-source
MLLMs, revealing both their promise and current limitations.
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1 Introduction

Over the past decade, advances in deep learning have enabled
the creation of highly realistic synthetic media (deepfakes). Their
increasing prevalence blurs the lines between authentic and manip-
ulated content. This trend raises profound concerns for security,
privacy, and trust in digital information. Consequently, the devel-
opment of reliable detection methods has become urgent. To date,
deepfake detection has been framed mainly as a binary classifi-
cation problem and approached with machine learning models.
Early methods, however, suffer from limited transparency. Their
decision processes are often opaque, which reduces reliability and
interpretability. Deployable forensic tools require a new paradigm
that goes beyond simple classification. Such tools must provide
trustworthy and interpretable predictions.

One promising direction is the use of multimodal large language
models (MLLMs). These models combine visual understanding with
natural language reasoning, offering a path toward explainable
deepfake detection. Their capabilities have motivated the field
to explore the potential of MLLMs-based forensic methods. Re-
cent work shows that MLLMs, such as GPT-4V [1] and Gemini
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1.0-pro-vision [14], can detect Al-generated images with carefully
designed prompts [6]. Benchmarks have also emerged to evaluate
both open- and closed-source MLLMs on synthetic data detection
across diverse modalities [20]. However, these studies are limited to
inference-only evaluations and do not examine more costly adapta-
tion procedures, such as fine-tuning. Further studies have explored
fine-tuning MLLMs on vision-language datasets. BLIP [7]-based
models, for example, are adapted to perform reasoning over visual
artifacts beyond deepfake detection [21]. Similarly, LLaVA [10]-
style frameworks have been used for authenticity classification and
artifact explanation tasks [8, 17]. Despite these advances, all these
efforts are confined to open-source architectures. The potential
of fine-tuning commercial, closed-source MLLMs remains largely
unexplored. In summary, prior work leaves two gaps: (i) the per-
formance of industrial-grade, closed-source MLLMs in explainable
deepfake detection remains untested; and (ii) the effects of costly,
black-box fine-tuning are largely unexplored.

To address the above gaps, we present the first systematic eval-
uation of Google Gemini 2.5 [4] for deepfake detection and ex-
planation. We move beyond the common practice of evaluating
or fine-tuning open-source MLLMs. Instead, we study Google’s
commercial, closed-source MLLM, the Gemini 2.5 family. We exam-
ine its capacity for deepfake detection and explanation under two
settings: zero-shot inference and black-box fine-tuning via Vertex
AT'. We first test Gemini on standard deepfake datasets designed
primarily for binary classification. We craft targeted questions to
probe Gemini’s zero-shot classification ability. We also design a
simple question-answer format to evaluate its performance after
fine-tuning. In these tasks, Gemini underperforms compared to
existing vision-only detectors optimized for deepfake detection.
Even with paid fine-tuning through a black-box service, the model
struggles to adapt effectively or achieve strong generalization. We
hypothesis that the source of this weakness lies in our dataset
design. The binary format we construct, requiring only "yes" or
"no" answers, does not align well with how MLLMs learn. Prior
work [17] shows that limiting the models to binary outputs such
as "real" or "fake" can impair both detection and explanatory
ability. They show that reframing it as a visual question answer-
ing, where the model must classify and describe image artifacts,
improves alignment between textual responses and visual content.
Inspired by this, we explore Gemini’s potential using well-defined
datasets designed for both classification and explanation. We ex-
tend the task by asking Gemini not only to detect deepfakes but

Lhttps://cloud.google.com/vertex-ai/generative-ai/docs/models/gemini-use-
supervised-tuning
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Task-Specific Prompt Design

(a) Deepfake Detection

_ “Tell me if there are synthesis artifacts in the face or not.
==L Must return with yes or no only.”

@ “yes” / “no”

(b) Deepfake Detection & Explanation

FaceForensics++

) “Does the image look real/fake?”

@ “The image looks fake. The person has blurry hairlines
the person’s eyebrows look very fake ... ”

) “Do the person’s eyebrows look real/fake?”

@ “The person’s eyebrows look very fake because the
eyebrows look asymmetric ... ”

' Google Gemini 2.5 \ &
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Black-Box .
Inference on Evaluation Tasks

Fine-Tuning

£ Vertex Al

Sl Label: fake

_ “Tell me if there are synthesis artifacts in the
==L face or not. Must return with yes or no only.”

Low performance under binary classification

Label: real, “The person has smooth skin.”

“Does the image look real/fake?”

@ “The image look real. The person has smooth skin,
arched eyebrows, straight nose, full mouth.”

Improved performance with explanation generation

Figure 1: Illustration of the Gemini fine-tuning scenarios. The study is designed with two scenarios: (a) fine-tuning for deepfake
detection on FF++ (¢23), and (b) fine-tuning with DD-VQA for detection and explanation. Black-box fine-tuning is performed
via Vertex Al, with costs depending on training tokens and configuration.

also to describe anomalies in facial components. Unfortunately,
in zero-shot inference, both detection and explanation remain far
below previous baseline levels. Gemini fails to recognize or explain
manipulations that are obvious even to humans. In contrast, fine-
tuned Gemini surpasses existing state-of-the-art models in both
detection and explanation. Achieving such performance in a re-
stricted fine-tuning setting is a surprising result. These findings
show that commercial models offer capabilities beyond conven-
tional model-centric approaches. We also share practical insights
from our experiments, including dataset construction, hyperparam-
eter choices, and cost-performance trade-offs.
Our main contributions are summarized as follows:

e We present the first evaluation of the commercial Gemini 2.5
family on deepfake detection and explanation. This extends
the community’s focus beyond open-source MLLMs.

e We analyze Gemini’s adaptation to deepfake tasks under
zero-shot inference and black-box-based fine-tuning. We
show that with well-designed image-text pairs, commercial
MLLMs can achieve and even surpass state-of-the-art per-
formance.

o Using both detection and explanation-oriented datasets, we
highlight considerations for data construction, hyperparam-
eter settings, and cost trade-offs. These offer guidance for
future use of commercial MLLMs in deepfake research.

2 Method

2.1 Study Design

We investigate the ability of Gemini 2.5 family to detect and explain
deepfakes. Our core question is whether a commercial model, with
only limited user control, can adapt effectively to this task. We fo-
cus on two experimental scenarios: zero-shot testing and black-box
fine-tuning. The overall workflow is illustrated in Figure 1. Our

study proceeds in two main steps. In the first step, we evaluate
Gemini on a standard real vs. fake binary dataset. For zero-shot
inference, we test whether Gemini can distinguish real and fake im-
ages without any task-specific training. Due to the cost of inference,
we design prompts carefully to elicit the model’s semantic knowl-
edge. Following prior work [6], we use the prompt: "Tell me if
there are synthesis artifacts in the face or not. Must
return with yes or no only." This design reduces rejection
rates and avoids overly complex context that may lower accuracy.
We then parse outputs into "yes" or "no" to measure detection per-
formance. For black-box fine-tuning, we use the Google Vertex AI’s
service to access the Gemini 2.5. This service allows users to adjust
only limited settings such as epochs, adapter size, and learning rate
multiplier. Epoch denotes how many passes are made over the train-
ing data, with the default automatically adjusted to the dataset size.
Adapter size controls the number of trainable parameters, where
larger sizes offer higher capacity but require more data and training
steps. The learning rate multiplier scales the default rate, enabling
either faster convergence or more conservative updates. Unless
otherwise noted, we set epoch = 3, learning rate multiplier = 5, and
adapter size = 4. Results without explicit mention correspond to this
default configuration. During fine-tuning, we pair each image with
the aforementioned question prompt as the question and assign
"yes" or "no" as the corresponding answer, thereby training the
model to generate strictly binary responses.

In the second step, we move beyond binary classification datasets
by using use a question-answer (VQA-style) dataset that sup-
ports both detection and explanation. This tests whether Gemini can
not only classify real vs. fake but also justify its decisions in natural
language. For zero-shot inference, we use question-answer based
deepfake dataset (e.g., "Does the person’s skin look real
or fake?") and analyze Gemini’s responses (e.g., "The person’s
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skin looks real. The skin is naturally illuminated.").
We evaluate both detection accuracy and the quality of generated
explanation. To fine-tune Gemini, we used the black-box fine-tuning
provided by Vertex Al This time we use structured question-answer
pairs from VQA-based dataset to adapt Gemini for joint detection
and explanation. In addition, we analyze the impact of adapter size
and model size on performance, highlighting how these components
interact within the restricted fine-tuning regime.

2.2 Datasets

We use two widely adopted benchmark datasets: FaceForensics++
(FF++) [13] and DD-VQA [21]. The FF++ dataset, widely used bench-
mark for facial forgery detection, containing videos generated by
four manipulation methods: Deepfakes, Face2Face, FaceSwap, and
NeuralTextures. We use the commonly employed ¢23 versions.
Video pre-processing follows the DeepfakeBench [19] protocol,
extracting frames for analysis. DD-VQA is a dataset designed for
artifact explanation in faces. It extends FF++ (c40 compression) with
human-annotated question—-answer pairs about visual artifacts such
as blurred hairlines, mismatched eyebrows, rigid pupils, and un-
natural shadows. DD-VQA supports both binary classification and
explanation tasks.

2.3 Baselines

We compare Gemini’s performance against representative baselines
for each benchmark. For FF++, we follow the common setup of
training on the c23 dataset and evaluating inter-dataset detection.
We select F3-Net [12], RFM [16], MultiAtt [22], RECCE [3], and
TALL [18] as baselines. These models define the typical performance
range and provide a reference for comparison with Gemini. For
DD-VQA, we use the baselines reported in the original work [21]:
BLIP, BLIP-T, BLIP-I, and BLIP-TL BLIP-T applies their proposed
text contrastive loss, BLIP-I applies their image contrastive loss,
and BLIP-TI combines both. BLIP-TI is presented as the state-of-the-
art. We adopt these results as reference points to assess Gemini’s
relative performance.

2.4 Evaluation Metrics

We evaluate Gemini on two benchmarks. For FF++ (c23), we report
accuracy (ACC). For DD-VQA, we report detection metrics includ-
ing accuracy (ACC), Precision, Recall, and F1-score (F1). To assess
the quality of generated responses, we use BLEU-4 [11], CIDEr [15],
ROUGE-L [9], METEOR ([5], and SPICE [2], following [21].

3 Results

3.1 Binary Classification

We first present intra-testing results on the FF++ [13] dataset in
Table 1. In the zero-shot setting, we evaluate both the Gemini-flash
and Gemini-pro models. The detection accuracy (ACC) is 44.96%
and 46.73%, respectively. These values are far below deepfake-
specialized baselines (row 1-5). The results indicate that commer-
cial models remain poorly adapted to the deepfake domain. For
fine-tuning, we use only the flash model, since it offers a better cost-
performance trade-off. After fine-tuning, the Gemini-flash model
reached 84.99% ACC, representing a large improvement. However,
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Table 1: Intra-testing results on FF++ (c23).

Methods ‘ Venue ‘ ACC (%)
F3-Net [12] ECCV20 | 97.52
RFM [16] CVPR21 | 95.69
MultiAtt [22] CVPR21 | 97.60
RECCE [3] CVPR22 | 97.06
TALL [18] ICCV23 | 98.65
Gemini-flash (zero-shot) - 44.96
Gemini-pro (zero-shot) - 46.73
Gemini-flash (fine-tuned) ‘ - ‘ 84.99

Table 2: Intra-testing accuracy (%) on FF++ (c23) by category.

Methods | DF | F2F | FS | NT | Orig.
Gemini-flash 58.70 | 2339 | 4132 | 4.24 | 97.14
(zero-shot)
Gemini-pro 5785 | 29.44 | 4451 4.80 | 97.05
(zero-shot)
Gemini-flash

emini-flas 98.03 | 93.30 | 95.06 | 82.60 | 55.95
(fine-tuned)
Gemini-flash 9328 | 8539 | 8592 | 63.54 | 88.88
(bal. & fine-tuned) ' ' . . .

the score is still lower than prior baselines, revealing clear limits.
Taken together, these results show that even with commercial mod-
els and costly fine-tuning, deepfake detection remains unsolved,
even on FF++, where forgeries are easier for humans to spot.

Moreover, we conduct deeper analysis. Table 2 reports per-class
ACC for five types in the FF++ dataset: Deepfakes (DF), Face2Face
(F2F), FaceSwap (FS), NeuralTextures (NT), and Original (Orig.).
In the zero-shot case, Gemini-flash and Gemini-pro predict the real
class (e.g., Orig.) with about 97% accuracy, while failing on fake
classes. This reflects a strong conservative bias, defaulting to real
predictions. Interestingly, fine-tuning reverses the trend. ACC for
the four fake classes increases sharply, but ACC for the real class
drops to 55.95%. We suspect this effect arises from class imbalance
in FF++. The dataset contains 1000 real and 1000 fake videos for
each of four manipulation types, yielding 1:4 imbalance in binary
form. Training on this split likely biases the model toward fake
detection. To test this, we duplicate real samples to match the
number of fake samples. The last row of Table 2 reports results.
The balanced setting yields similar overall ACC but achieves better
trade-off between real and fake accuracy. These results imply that
commercial models, even with paid fine-tuning, are highly sensitive
to class imbalance in training data.

3.2 Binary Classification with Explanation

We next test on DD-VQA [21] dataset, which supports both binary
classification and natural language explanation. We hypothesize
that constraining MLLMs to binary detection only, while ignoring
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Table 3: Performance of baselines and Gemini variants on DD-VQA deepfake detection (%) and answer-generation.

Methods Deepfake Detection Answer Generation
ACC Precision Recall F1 BLUE-4 CIDEr ROUGE_L METEOR SPICE
BLIP [21] 81.68 78.61 95.96 86.42 0.3569 1.8177 0.5664 0.3301 0.6658
BLIP-T [21] 83.65 81.31 94.89 87.58 0.3714 1.8715 0.5774 0.3349 0.6710
BLIP-I [21] 84.87 82.98 94.48 88.36 0.3800 0.3800 0.5882 0.3419 0.6788
BLIP-TI [21] 87.49 86.97 93.41 90.07 0.4075 2.0567 0.6085 0.3463 0.6915
Gemini-flash (zero-shot) 57.56 88.41 39.61 54.71 0.0088 0.0058 0.1385 0.2094 0.1278
Gemini-pro (zero-shot) 69.04 53.47 91.67 67.54 0.0081 0.0000 0.1255 0.2356 0.1049
Gemini-flash (fine-tuned, adapter = 1) 88.24 88.46 92.66 90.51 0.5552 3.1076 0.7182 0.7081 0.6801
Gemini-flash (fine-tuned, adapter = 4) 79.36 83.17 82.61 82.89 0.5081 2.9452 0.6878 0.6812 0.6698
Gemini-flash (fine-tuned, adapter = 16) | 81.25 83.33 86.28 84.78 0.5175 2.8762 0.6893 0.6801 0.6648
Gemini-pro (fine-tuned, adapter = 1) ‘ 80.02 84.96 81.39 83.14 0.3196 1.9603 0.5822 0.5819 0.5839
its explanatory capacity, leads to suboptimal results. Table 3 sum- Label: fake
marizes ﬁndings. In the zero-shot case, Gemini-flash and Gemini- Description: “The image is fake. It looks like an ai-generated image although
pro achieve 57.56% and 69.04% ACC, respectively. Both are below with human app e but with ic texture or lighting. The person’s
the BLIP-based baselines (row 1-4). The two Gemini variants also mouth looks a bit fake because overly large mouth.”
obtain the lowest scores across all four explanation metrics, in- Q
cluding BLEU-4, CIDEr, ROUGE-L, and METEOR. These results 0oes the image look real/fake?”
show that commercial models without domain training struggle
both in detection and in generating proper explanations. After fine- (— Zero-Shot Inference 3
tuning, Gemini-flash with adapter size 1 achieves substantial gains. “The image appears to be a real photograph of a person, likely captured from a
It outperforms the previous state-of-the-art model (BLIP-TI) on Q video. There are no obvious signs of deepfakes or manipulation. The lighting is
Gemini-flash a bit dim and inconsistent, which is common in real-world scenarios, especially

both detection and explanation. Prior baselines are optimized for
deepfake detection with specialized objectives, such as contrastive
learning. In contrast, Gemini reaches superior performances with
simple black-box fine-tuning. This highlights its strong potential.

We then analyze the effect of adapter size when fine-tuning
Gemini-flash. Results on DD-VQA reveal that using the adapter size
1 yields the best performance across both detection and explana-
tion. In contrast, larger adapter sizes (4 and 16) consistently degrade
performance. Increasing the adapter size enlarges the number of
trainable parameters, which we expected to improve adaptation to
the new task. However, the results show the opposite trend. We hy-
pothesize that larger adapters may introduce over-parameterization
under limited training signals, leading to reduced generalization.
This suggests that, for closed-source models fine-tuned through
restricted environment, smaller adapters can provide a better trade-
off between adaptation capacity and stability.

Finally, we examine the model capacity. Gemini-pro is expected
to have higher capacity than Gemini-flash. It also uses an internal
reasoning process? to enhance multi-step planning during gener-
ation, unlike Gemini-flash. Surprisingly, fine-tuning results show
that Gemini-flash actually outperforms Gemini-pro. This suggests
that success in deepfake detection and explanation may not depend
on model capacity or advanced reasoning features, but rather on
the efficient adaptation under black-box constraints. Figure 2 illus-
trates the effect of fine-tuning on Gemini-flash, showing that the
zero-shot model relies on lighting cues, whereas the fine-tuned one
detects fakeness from facial inconsistencies.

Zhttps://ai.google.dev/gemini-api/docs/thinking

with camera phone footage.”
@X)

\

~— Post Fine-Tuning Inference

“The image looks fake. The person has mismatched bangs. The person’s eyes
@ look very fake because the eyes are placed at the wrong place on the face. The
person’s mouth looks very fake because the mouth is placed at the wrong place

ov

Gemini-flash
on the face.”

Figure 2: Qualitative comparison of zero-shot and post fine-
tuning inferences generated by Gemini 2.5 flash on one sam-
ple from the test set.

4 Conclusion and Discussion

Motivated by curiosity about whether state-of-the-art commercial
models can address deepfake detection and explanation, we ex-
plore the potential of the closed-source MLLM, Google Gemini 2.5.
Zero-shot settings scenario shows a bias toward real classifications.
While FF++ fine-tuning scenario offers limited gains, DD-VQA fine-
tuning scenario significantly improves accuracy and explanation
quality, showing that models perform better when the instructions
are tailored to the task. A key limitation of this study is the restricted
access to hyperparameters and internal modifications due to the
black-box nature of Vertex Al fine-tuning. The cost is also signifi-
cant, with hyperparameter tuning leading to approximately $5,000
(FF++) and $300 (DD-VQA) in expenses, including trial-and-error
efforts. We encourage industry investment in deepfake detection
and note that open-source advanced MLLMs, such as the Gemini
family, can be effectively leveraged for this task.
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