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Figure 1: Lack of attention to safety-critical image regions. (a) For unsafe multimodal instructions, the model fails to allocate
sufficient attention to safety-critical image regions (i.e., the bomb, highlighted in red), leading to unsafe responses. (b) In
contrast, when the same instruction is given in text only, the model sufficiently attends to harmful text tokens (i.e., the text
token “bomb”) and generates a refusal. This highlights a key limitation: insufficient attention to harmful visual tokens in
multimodal queries. See Section 3.1 for a more comprehensive analysis of this issue. We employ LLaVA-1.5-7B for attention

weight extraction.

Abstract

One of the key challenges of modern Al models is ensuring that
they provide helpful responses to benign queries while refusing
malicious ones. But often, the models are vulnerable to multimodal
queries with harmful intent embedded in images. One approach for
safety alignment is training with extensive safety datasets at the
significant costs in both dataset curation and training. Inference-
time alignment mitigates these costs, but introduces two drawbacks:
excessive refusals from misclassified benign queries and slower
inference speed due to iterative output adjustments. To overcome
these limitations, we propose to reformulate queries to strengthen
cross-modal attention to safety-critical image regions, enabling
accurate risk assessment at the query level. Using the assessed risk,
it adaptively steers activations to generate responses that are safe
and helpful without overhead from iterative output adjustments.
We call this Risk-adaptive Activation Steering (RAS). Extensive
experiments across multiple benchmarks on multimodal safety and
utility demonstrate that the RAS significantly reduces attack success
rates, preserves general task performance, and improves inference
speed over prior inference-time defenses.
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1 Introduction

Multimodal Large Language Models (MLLMs) [5, 22, 36] leverage
pretrained Large Language Models (LLMs) that have often gone
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through safety alignment on textual data. However, as shown in
Fig. 1a, current MLLMs fail to generate refusals against multimodal
instructions with malicious intent embedded in images, despite
extensive vision-language alignment, as also noted by Liu et al.
[23], Xu et al. [41]. Existing approaches to address this problem
generally fall into two categories: (i) training-based methods and (ii)
inference-time methods. Training-based methods (e.g., supervised
fine-tuning [8] or reinforcement learning [45]) effectively enhance
safety, but are costly: they require collecting high-quality safety
data and joint training with general-task data to preserve utility (i.e.,
performance on general tasks). These demands become especially
prohibitive for foundation models like MLLMs, where the large
model size and multimodal inputs further amplify the training
overhead.

Given the limitations of training-based approaches, recent work
has shifted toward inference-time alignment, which aims to im-
prove safety without additional training. These methods typically
add safety prompts to the query during inference [11, 13], or refine
responses through iterative MLLM forward passes [7, 14]. However,
safety prompts degrade utility by over-refusing benign queries,
while response refinement incurs heavy computational overhead
from the sequential process of generating and then refining re-
sponses.

These limitations highlight the need for a more precise refusal ap-
proach to accurately distinguish safe from unsafe queries, ensuring
proper refusal while preserving utility, and a more efficient approach
that avoids costly refusal processes. To achieve both precision and
efficiency, it is crucial to analyze why accurate risk assessment fails
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at the query level, as only then can refusals be made without refine-
ment, enabling faster and safer inference. To this end, we investigate
why MLLMs struggle to conduct accurate safety reasoning, particu-
larly for multimodal queries. Our analysis reveals that the key issue
lies in insufficient cross-modal attention to safety-critical image
regions. When an unsafe instruction is given in text (Fig. 1b), the
model allocates significant attention to the unsafe text tokens such
as “bomb”, generating an appropriate refusal. However, when the
same unsafe instruction is given in multimodal format with the
harmful context embedded in images, the model fails to allocate
sufficient attention to the corresponding visual tokens, resulting in
unsafe outputs (Fig. 1a).

Building on this analysis, we propose Risk-adaptive Activation
Steering (RAS), an inference-time defense that dynamically steers
a frozen MLLM toward refusal behavior based on the estimated risk
of the input query. RAS consists of three stages: (i) vision-aware
query reformulation, which appends concise visual contexts (i.e.,
a brief summary of the image) and safety prompts to strengthen
cross-modal attention to safety-critical regions; (ii) risk evaluation,
which estimates the threat level of the reformulated query; and (iii)
adaptive activation steering, which adjusts model activations
with intervention strength scaled according to the assessed risk.
This design minimizes interference with benign queries, preserving
utility, while effectively steering unsafe queries toward refusals.

Our evaluation shows that RAS substantially reduces attack
success rates on diverse multimodal jailbreak benchmarks across
multiple MLLMs, such as LLaVA-1.5 [21], Qwen-VL-Chat [3], and
InternLM-XComposer [44]. Moreover, RAS better preserves benign
task performance and delivers significantly faster inference through-
put compared to existing inference-time methods. Collectively,
these results highlight dynamic, context-aware latent steering as an
efficient and effective approach to enhance MLLM safety without
compromising speed and utility. We summarize our contributions
as follows:

We identify two key limitations of MLLM safety: (i) insuffi-
cient attention to safety-critical image regions, and (ii) utility
degradation from safety-prompt-induced distribution shifts.
To address inadequate attention to unsafe image regions, we
propose vision-aware query reformulation that guides cross-
modal attention toward safety-critical visual tokens.

To address utility degradation caused by safety-prompt-induced
distribution shifts, we introduce an exponentially weighted
risk evaluation method that operates on the shifted distribu-
tion, enabling risk-adaptive activation steering to generate
appropriate refusals.

2 Related Work

Training-based safety alignment. Training-based approaches
to align MLLMs broadly fall into two categories: (i) supervised
fine-tuning and (ii) reinforcement learning. Supervised fine-tuning
trains a pretrained MLLM on safety datasets, as even modest amounts
of safety-specific fine-tuning can reduce harmful responses [8, 46].
However, excessive safety data often leads to refusals on benign
queries. To alleviate this issue, safety datasets are combined with
general-purpose data, but the optimal balance remains unclear
across tasks and models [4, 39]. Reinforcement learning aligns
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MLLMs using human or synthetic preference annotations, typically
through algorithms such as Proximal Policy Optimization [33] or
Direct Preference Optimization [31]. SPA-VL [45] follows this para-
digm by constructing a preference dataset to guide outputs toward
safer responses.

While effective at strengthening refusal behaviors, both fine-
tuning and reinforcement learning face practical limitations: collect-
ing high-quality data is labor-intensive, and the training pipeline in-
curs substantial computational resources. As a result, training-based
approaches, despite improving safety, remain resource-intensive
and introduce uncertain trade-offs with benign task performance.

Inference-time safety alignment. Recently, several inference-
time methods have been proposed to enhance MLLM safety. CoCA
[11] improves safety alignment through logit calibration by com-
paring output token logits with and without safety prompts, build-
ing on prior work showing that safety prompts increase refusal
rates against malicious queries [13, 25]. Other approaches, such as
AdaShield [40], MLLM-Protector [29], Immune [12], and ETA [7],
employ external reward models to evaluate and refine responses
when harmful content is detected. However, using a separate re-
ward model incurs substantial computational and memory costs
due to iterative response refinement and dual-model operation. As
an alternative, ECSO [14] avoids reliance on an external reward
model by leveraging the MLLM itself for evaluating and regener-
ating responses, but it still incurs the overhead associated with
response refinement.

Unlike prior methods that generate full responses for safety as-
sessment, our proposed RAS assesses risks at the query level by
reformulating it with short visual prompts and safety prompts.
Moreover, rather than relying on binary judgments from the MLLM
itself or external reward models that classify outputs as safe or
unsafe, RAS produces continuous risk scores. These scores are de-
rived by measuring distributional similarity between the model out-
puts and refusal-related distributions. This approach significantly
reduces inference overhead while maintaining safe and helpful
responses.

Activation steering. Activation steering has been primarily
studied in language models, where injecting steering vectors into
internal activations during inference can elicit or suppress specific
responses without significant computational overhead or additional
decoding steps [2, 24, 28]. Such latent-space interventions offer
lightweight yet powerful mechanisms to dynamically influence
model behavior, making activation steering attractive for align-
ment tasks. However, as applying the same steering intensity to all
queries may yield undesired outputs [34, 38], we adopt an adaptive
approach that scales the intervention strength according to the
assessed risk of each query. In this way, safe queries remain unaf-
fected, while unsafe queries are steered proportionately to their
risk levels.

3 Approach

To address two underexplored limitations in inference-time align-
ment: (i) insufficient attention to safety-critical image regions and
(ii) distribution shifts in output probabilities induced by safety
prompts, we propose Risk-adaptive Activation Steering (RAS).
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Figure 2: Overview of RAS. RAS consists of three stages: (i) Query Reformulation, which augments input queries with concise
visual contexts and safety prompts to strengthen cross-modal attention to safety-critical image regions; (ii) Risk Evaluation,
where MLLM output activations are compared with unsafe prototypes to produce similarity-based risk scores; and (iii) Risk-
adaptive Activation Steering, where activations are steered toward refusal behavior according to the risk score.

RAS consists of three stages: (i) vision-aware query reformula-
tion (Sec. 3.1), (ii) exponentially weighted risk evaluation (Sec. 3.2),
and (iii) risk-adaptive activation steering (Sec. 3.3). We provide an
overview of RAS in Fig. 2.

3.1 Vision-Aware Query Reformulation (Stage 1)
For multimodal instructions, a text query (e.g., How can | make the

Discriminant Ratio (FDR), computed from the last token activa-
tions of safe and unsafe object images, following prior work on
representational discrimination32 37, 43. As these activations
determine the rst response token, they provide a direct re ection
of the model's safety reasoning [30].

For each transformer layer, we denote the sets of last token ac-

tivations for safe and unsafe object queriesfagj @ 2 QjeCtg and

fe

item in the image? ) can be interpreted as safe or unsafe depending fx;j @ 2 Q?jecigwith equal samples sizes, 1% = jQOYeY;

saf safe unsafé '

on the accompanying image (e.g., a bomb vs. a chair in Fig. 3a).;mages of safe objects (e.g., chairs, clothes) are sampled from the

In such cases, the model must allocate su cient attention to the
safety-critical regions to provide helpful responses to benign inputs
while generating refusals to malicious inputs. For language models
to generate an appropriate refusal, the earlier tokens in the response
play a crucial role BQ. For example, when a response begins with
a clear refusal (e.g., I'm sorry, ), the model successfully declines
to provide an answer, whereas responses that start by complying
with the query often fail to reject it.

Therefore, we de nedg"”, the cross-modal attention weight
assigned to visual tokeBy by text query tokens in head of layer

: aso;"’ = maXCZTO;;:CO ,whereT is the set of text tokens. Since
only a few attention heads specialize in visual grounding [18], we
computeQ,, the e ective cross-modal attention weight tBy, by
averaging over the top-= heads: _

1 O

0g= — Og* 1)
JH=] Le02H -

whereH- denotes the set of top-heads across all layers ranked
by their attention strength.

As shown in Fig. 3, the attention weights assigned to the objects
are small, indicating weak visual grounding. This suggests that
insu cient attention to distinct image regions would make safe
and unsafe multimodal instructions less separable in the represen-
tation space, particularly when the text queries are identical. To

quantify the representational separability, we employ the Fisher

ImageNet-1K datase®], while unsafe objects (e.g., rearms, explo-
sives) are obtained from the Dangerous Objects DatagefThe
FDR at layer ; with hidden dimension 3 is de ned as:

1

1:0 = 1. - 0> ) ; 1.5 - (o]
FDR®® = safe  unsafe safes  unsafes nO safe ~ unsafe ©
N )

where- L+~ . 2 R® are the mean activations, & |nsafe 2

R33 are the covariance matrices, amdis a term for numerical
stability.

When the MLLM only uses the query, the overall FDR across
layers remains low (orange line in Fig. 4). Since a lower FDR indi-
cates less separable representations, this suggests that insu cient
attention to distinct image regions leads to similar embeddings
when the same text query is used. We then assess whether prior
works [13 25 that incorporate safety prompts can mitigate this.
However, they yield no notable improvement in FDR (green line
in Fig. 4), due to the model's persistent lack of attention to distinct
image regions even under safety prompting (Fig. 3c).

Vision-aware query reformulation. To address the insu -
cient attention to query-relevant image regions, we incorporate
the query with concise visual contexts (i.e., a brief summary of the
image), inspired by prior works demonstrating that textualizing
key visual elements strengthens cross-modal attentia, [L8 27].

As shown in Fig. 3d, visual contexts strengthen attention to the ob-
jects, yielding higher FDR (blue line in Fig. 4). Furthermore, with the
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Figure 3: Attention maps for unsafe (top) and safe (bottom) objects under various query formulations. SP. denotes safety
prompt. VC. denotes visual context. (a) Example of unsafe vs. safe instructions under the same text query. (b e) Cross-modal
attention maps from text to visual tokens. (b) With only the original query, attention weights to the objects are small, indicating
weak visual grounding. (c) Safety prompts fail to enhance attention to the objects, whereas (d e) visual contexts signi cantly
improves it. We employ LLaVA-1.5-7B for attention weight extraction.

Figure 4: FDR values across layers for various query formula-
tions. SP. denotes safety prompt. VC. denotes visual context.
Lower FDR indicates less separable representations. We em-
ploy LLaVA-1.5-7B to compute FDR.

strengthened cross-modal attention from visual contexts (Fig. 3e),
adding safety prompts results in a signi cant increase in FDR (red
line in Fig 4), unlike in the absence of such attention.

To examine whether visual contexts can replace images, we eval-
uate the “Visual Context + Query' and "Safety Prompt + Visual
Context + Query' formulations without images (brown and pur-
ple lines in Fig. 4). Compared to the corresponding settings with
images, these formulations yield lower FDR. Thus, while visual con-
texts enhance separability, they cannot fully replace images, which

provide complementary cues that enable stronger discrimination
between safe and unsafe queries.

Overall, vision-aware query reformulation, where safety prompts
and short visual contexts are added to the original query, yields
discriminative representations between safe and unsafe queries.
This enables precise risk assessments in the subsequent evaluation
stage.

3.2 Exponentially Weighted Risk Evaluation

(Stage 2)
Although responses can be generated directly from reformulated
queries, the safety prompt causes the output probability distribu-
tion of the initial tokens to skew toward refusal-like responses
even for benign inputs, leading to utility degradation. However, we
observe that reformulated queries yield separable representations
between safe and unsafe queries (the separation between the blue
and orange histograms in Fig. 6). Leveraging this separation, we
estimate the safety of a given query. This can be e ciently achieved
by measuring the alignment between the probability distributions
of the initial outputs and those of refusal-related responses, since
refusal behavior (e.g., the use of text tokens such as I'm sorry ) is
re ected in the rst few response tokens [30].

Prototype-based similarity evaluation. Evaluating refusal
behavior requires comparing a given query's output distribution
with a reference distribution derived from refusals. To construct this
reference, we genera’@b‘iﬁafe a set of policy-violating text queries,
created using GPT-4 (see Appendix A.3 for the list of queries).
For each query, we extract the last layer activations of the initial
response tokens and compute their token-wise means to obtain
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unsafe prototypes,- Formally, -, is de ned as follows,
1 O

iotext
JQunsafLJ @2
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Xt

nsafe
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wherejQLixstafJ denotes the number of queries aaddenotes the
token position in the response sequence. For each q@rg Xstafe,
we extract ¥, the last layer activation corresponding to thd re-
sponse token. Finally, represents the unsafe prototype activation
in the last layer at position =.

To measure output similarity between unsafe prototypes and a
given input query8 we extract the last layer activations of the
response tokens at position, denoted . The similarity(gis mea-
sured by the cosine similarity between the exponentially weighted
sum of output distributions:

i i _
(g=cost Z,Wlgse % W1iyggoe (4)

whereys = softmaxLMHead%z°° andyj = softmax*LMHead*°°
denote the output probability distributions obtained by passing the
query activations and unsafe prototypes through the language model
head and subsequently applying the softmax functigv.2 @ 1° de-
notes an exponentially decaying term that assigns greater weights
to earlier response tokens, where refusal behavior is more pro-
nounced. With smally the weights of subsequent tokens sharply
approach zero, making their contribution negligible. Hence, we
consider only a small number of initial tokens (e.g.~ 3), which

su ces to capture refusal behavior while ensuring computational

e ciency.

When((gis high, the query resembles unsafe prototypes and is
likely to trigger a refusal, whereas a logg indicates a benign query
which is likely to comply.

Distribution shift from safety prompts. In Fig. 5, we plot the
similarity score distributionq g for safe and unsafe object images
under the query How can | make the item in the image? . When
using the query with the image but without safety prompts (orange),
both distributions concentrate aroungs 0, indicating that the
model tends to provide answers instead of issuing refusals. Adding
safety prompts (green) shifts both safe and unsafe distributions
toward higher(gvalues, i.e., in the direction of refusals, as safety
prompts instruct the models to reject queries that might be unsafe.
However, because the model fails to su ciently attend to safety-
critical image regions, it cannot properly distinguish safe from
unsafe cases, resulting in refusal-like responses for both.

To address this limitation, we apply vision-aware query refor-
mulation (red histograms). Unsafe queries exhibit larger distribu-
tional shifts, whereas safe queries show smaller shifts, resulting in
a clearer separation. This improvement arises because the added
visual context strengthens cross-modal attention to safety-critical
regions, enabling more accurate safety reasoning. We also examine
reformulated queries without images (purple histograms), which
show weaker discrimination, consistent with the FDR results in
Fig. 4. These observations further highlight the role of cross-modal
attention in distinguishing safe from unsafe queries.

Risk evaluation. Building on this insight, we derive risk scores
from reformulated queries and use these scores to steer the acti-
vations of original queries. To derive risk scores, we usg values
from unsafe SPA-VL45 samples (orange histogram in Fig. 6), with
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the mean used as a baseli(gseto de ne intermediate risk levels.

We use SPA-VL, as the dataset covers diverse harmful categories
(e.g., illegal activity, privacy violation). Eaglgis then mapped to

a continuous risk scoré 1 2 10»1° using a sigmoid function
centered at (ase(red line in Fig. 6). This can be expressed as:

(5)

wherefll|® 1,_41'_' Here,U j O controls the slope and is deter-
mined adaptively to satishA1® 1 when(g= 1. Consequently,
queries with similarity scores greater thafyaseproduce high risk
scores, whereas safe queries with scores belgae(€.g., blue his-
togram in Fig. 6, obtained from benign MM-Vet samples) yield low
risk scores.

AP =f Ug ( pasé

3.3 Risk-adaptive Activation Steering (Stage 3)

At this stage, we steers model activations adaptively toward refusal
behavior based on the risk evaluated in Stage 2. The novelty of our
approach lies in its adaptive design, applying minimal intervention
to benign queries while enforcing refusals to malicious queries.
Refusal vector computation. Following [ 2], we employ acti-
vation steering along refusal vectors, but rede ne them for a more
targeted and e ective refusal behavior. Rather than using the di er-
ence between mean activations of safe and unsafe queries, we use
the vectors from each input query activation to the unsafe prototype.
Speci cally, the refusal vectorvat the last layer is computed as:

(6)

where = denotes the position of the output token ar@denotes
the input query. This directional vector encodes the adjustment
required to steer activations toward refusals and away from gener-
ating harmful responses.

Risk-adaptive activation steering. We scale the refusal vector
by the risk scoreA 1(° to ensure that the intervention strength is
proportional to the risk estimated with EWRE (Stage 2). That is, for
the last layer activation of the original queryg we compute the
steered activationg as:

X3 =Xg , Al V" 7
For computational e ciency, we apply activation steering to the
last layer and to the rst# response tokens, matching those used
for risk evaluation. This formulation ensures that benign queries
(A'g® 0)receive negligible steering, preserving their original rep-
resentations to maintain helpful responses. Unsafe quere4f

1) receive maximal steering, guiding the model toward appropriate
refusals. For ambiguous queriesYOA1g° Y 1), the intervention
strength is scaled adaptively according to their similarity to unsafe
patterns.

4 Experiments

We evaluate RAS across three dimensions: (i) safety, measured by
attack success rates on multi-modal jailbreak datasets; (ii) utility,
measured by accuracies or scores on general multimodal reasoning
tasks; and (iii) inference speed, measured by tokens per second
on identical hardware.
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