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Abstract

Differential Privacy (DP) has emerged as a key framework for pro-
tecting sensitive data in machine learning, but standard DP-SGD
often suffers from significant accuracy loss due to injected noise.
To address this limitation, we introduce the FFT-Enhanced Kalman
Filter (FFTKF), a differentially private optimization method that
improves gradient quality while preserving (¢, §)-DP guarantees.
FFTKF applies frequency-domain filtering to shift privacy noise
into less informative high-frequency components, preserving the
low-frequency gradient signals that carry most learning informa-
tion. A scalar-gain Kalman filter with a finite-difference Hessian
approximation further refines the denoised gradients. The method
has per-iteration complexity O(d logd) and achieves higher test
accuracy than DP-SGD and DiSK on MNIST, CIFAR-10, CIFAR-100,
and Tiny-ImageNet with CNNs, Wide ResNets, and Vision Trans-
formers. Theoretical analysis shows that FFTKF ensures equiva-
lent privacy while delivering a stronger privacy—utility trade-off
through reduced variance and controlled bias.
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1 Introduction

Differential Privacy (DP) has become a foundational framework
for safeguarding individual-level information in machine learning,
providing rigorous guarantees against information leakage from
model outputs [1, 19, 25, 30]. Standard DP mechanisms, such as
the Laplace and Gaussian mechanisms, achieve privacy by inject-
ing calibrated noise into data or gradients, as shown in Figure 1.
However, this noise often causes significant degradation in model
utility, especially in high-dimensional or deep models.

A central challenge in DP learning is improving the performance
of DP-SGD [1]. The high variance of DP noise under tight privacy
budgets leads to poor signal-to-noise ratios, slowing convergence
and reducing accuracy [23, 26]. Thus, denoising while preserving
(€, 6)-DP remains an open problem.

To address this, recent works integrate signal processing and
state estimation into DP optimization. The DiSK framework [32]
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applies Kalman filtering to iteratively estimate cleaner gradients,
leveraging temporal correlations [20, 21]. In parallel, frequency-
domain methods use low-pass filtering to separate useful gradient
signals from high-frequency noise [2, 6, 9, 18, 22, 26]. These ad-
vances suggest that combining temporal and spectral denoising can
substantially improve the utility of privatized gradients.

(A) Gradients

(B) DP-Gradients

Clipping

Figure 1: Illustration of the Differentially Private Stochastic
Gradient Descent (DP-SGD) process. (A) Original gradients
(B) DP-Gradients

Building on this, we propose the FFT-Enhanced Kalman Filter
(FFTKF), which reshapes DP noise into high-frequency components
via Fast Fourier Transform (FFT) and then applies a scalar-gain
Kalman filter to recover stable low-frequency gradients. This ap-
proach preserves (¢, §)-DP while improving convergence and test
accuracy.

Our contributions are summarized as follows:

o A frequency-domain noise shaping strategy that retains
DP guarantees.

o A lightweight Kalman filter update with per-step com-
plexity O(d logd).

e Empirical validation on MNIST, CIFAR-10, CIFAR-100,
and Tiny-ImageNet across CNNs, Wide ResNets, and
Vision Transformers, showing consistent gains over
DP-SGD and DiSK.
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2 Related Works

Stochastic Gradient Descent (SGD) and its variants such as Adam
are the backbone of modern optimization [13, 24]. SGD provides effi-
ciency by using mini-batch gradients but suffers from high variance,
while Adam improves stability through momentum and adaptive
scaling. Despite their success, these methods offer no inherent pri-
vacy, as gradients may expose sensitive data. This motivated the
development of privacy-preserving optimizers such as DP-SGD [1].

Differential Privacy (DP) ensures rigorous protection by inject-
ing calibrated noise into data or gradients [1, 19, 25, 30]. DP-SGD
achieves (€, §)-DP through Gaussian perturbation but often reduces
utility under tight budgets [1]. To mitigate this, adaptive noise ad-
justment has been explored [10], and the DiSK framework intro-
duced Kalman filtering for denoising [32]. Adaptive clipping further
improves learning by tuning gradient norms dynamically [28]. To-
gether, these works highlight the challenge of balancing privacy
and accuracy.

Kalman filters estimate hidden states in noisy systems by lever-
aging temporal correlations [20, 21]. In DP optimization, DiSK ap-
plies a simplified Kalman filter to stabilize noisy gradient updates,
improving convergence with low computational cost [32]. This
temporal smoothing has proven useful in large-scale models and
has also been extended to federated learning, where client updates
require both privacy and accuracy. These studies show that Kalman-
based methods are flexible tools for gradient denoising under DP
constraints. Low-pass filters suppress high-frequency noise while
preserving dominant low-frequency signals [3, 6]. Fourier-based
approaches are especially attractive due to their computational
efficiency. In DP, adaptive low-pass filtering has been proposed to
maximize utility while meeting privacy budgets, effectively recover-
ing gradient information [2, 5, 26]. These techniques are particularly
relevant in deep learning, where most useful gradient information
lies in low-frequency components.

3 Methodology

Preliminaries. We work in R® with &,—norm || - ||,. Let I be the
identity and diag(o, . . ., ¢3_1) a diagonal matrix. For f : R® >R,
denote gradient and Hessian by V f and V2 f. We use the Hadamard
product ©, the floor |-], and the Gaussian law N (0, 02l3). We
minimize the population loss F(x) = Ep.p[f(x; )] via iterates
Xc+1 = x¢ — ngc with step size  j 0. Given a mini-batch B; of
size B, the stochastic gradient is g; = < bes, Vf(xc;£), and we
write the parameter difference as d; = x¢4+1 — x¢. A mechanism
M is (&, 6)-DP if for any neighboring datasets D, D’ and event S,
Pr[M(D) € S] < &' Pr[M(D’) € S] + 8. In DP-SGD, per-sample
gradients are clipped clip(v,C) = v - min 1, C/||v||; and Gaussian
noise wg ~N'(0, 6£ I3 is added to enforce privacy.

3.1 Fast Fourier Transform

This section briefly reviews the discrete Fast Fourier transform
(FFT) and the algorithmic considerations that motivate its use for
gradient denoising. Recall that the discrete Fourier transform (DFT)
of a real-valued vector z = (z,...,23_1)" € R3_is the complex

vector 2 = F(z) € C3, with components 2. = i;g 2 e~2c8:=/3
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when k =0,...,d — 1 and its inverse is:

3-1

5. 0038 p=o,...d-1. (1)

=

=0
With this normalization, the Fourier transform ¥ is unitary is

F~1(F(2)) = z and Parseval’s identity holds:

2l =2z e
=2 7 3)
= (79" (72) = )
= SI2IE. ©)

where Z = F(z).

Consequently, injecting Gaussian noise in the Fourier domain
preserves the #-sensitivity required for (¢, §)-DP, since the trans-
form is unitary and does not amplify vector norms.

Low/high-frequency split. Fix a pivot index ko = | Ad] for some
A € (0,1). Frequencies k ko are called low-frequency components,
and k > ko high-frequency components. This separation reflects the
empirical observation that most signal information, especially in
gradient vectors of smooth loss landscapes, is concentrated in the
lower spectral range, while the high-frequency components often
contain stochastic noise.

Spectral filtering. A diagonal mask = diag(¢o, . . ., ¢3-1) defines
a linear filter G (z) = F'( 2) = 3 ‘?’;01 - 2. €243 where
Z = ¥ (2). Equivalently, in matrix and convolution form,

G =7 7, (6)
3-1
(G 2)==  hz_<)modzz<, h=F 'o. (7)
<=0
By Parseval’s identity,
3-1
IG zl5=5  lo:I”|2:1* < (max|p: *) |lz]l3. ®)

=0

By the convolution theorem, this operation in the frequency do-
main is equivalent to convolution in the time domain and can be
evaluated in O(d logd) time via the FFT algorithm, which signifi-
cantly improves efficiency compared to the naive O(d?) convolution
[4, 11, 29].

High-frequency shaping mask. To enhance denoising while
maintaining DP, we use a smooth mask function

(1, k ko,
Q- = )

1—p, k=>ko.
where p € (0,1) controls the magnitude of suppression. This
*step-wise attenuation® suppresses higher-frequency components
beyond a cutoff index ko, thereby reducing the influence of DP
noise concentrated in those frequencies. Unlike sharp cutoffs, this
mask gently dampens high-frequency content while preserving the
low-frequency structure of gradients, offering a balance between

denoising and signal fidelity [30, 33].

Let ¢ = diag(¢o,...,93-1), then the filtered version of a pri-
vatized gradient g = Vf +wis§ = G 4(g9) = FH dF(9).
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Figure 2: Visualization of the proposed frequency-domain gradient denoising process. (A) Original gradients before privatization.
(B) Di erentially private gradients obtained by clipping and adding Gaussian noise. (C) Our FFT+Kalman Itering method
denoises the privatized gradients in the frequency domain, reducing high-frequency perturbations while preserving the
underlying signal structure.

WhenF N1t 2 °, the transformed noisé :=F 11 4F1Fo° a noisy, privatized estimate of the true gradient:
is still zero-mean but now has reduced energy in the low-frequency 1 0 _
components: 6c=— cliptr51Ge b ° F¢ (14)
b2
Exiey. k3% Ex»Hokdae (10) o

L . . = G F 15
facilitating more accurate recovery of the gradient signal after g mBc.Fe (15)
ltering. whereF g contains both DP noise and subsampling noise, aads

This FFT recap underpins our FFT-Enhanced Kalman Filter in the e ective observation operator wittk ck; 1. Combining the

Sec. 3.4, where we combine spectral noise shaping with a scalar-update and observation equations:

gain Kalman predictor to denoise privatized gradients e ciently, I~ 0—r1 o o

achieving both computational and privacy-preserving bene ts. rGe=riGc1®,Nd& Ge1,Ec  (System update)
. . . . 6c= gG.FC (Observation)

3.2 Gradient Dynamics with High-Frequency

Di erential Privacy
To explain our proposed idea of using the FFT-Enhanced Kalman W€ st apply isotropic Gaussian noiséc N* 012 5° to the ]
Filter for denoising gradients, we rst establish a dynamic system ~ CliPped gradient, followed by a deterministic frequency-domain

for the gradients. This system consists of a system update equation transformation to shape the noise:

To enforce di erential privacy while retaining useful structure,

and an observation equation. The system update of the gradient dy- 6c= g IGEL . F 8‘ (16)
namics is derived via Taylor expansion of aroundG: j, allowing
for a second-order approximation of the gradient evolution at step ng F! 4 FIFQ. (17)
c: where ¢ 2 R® satis es
rc=rGeci1,3c1° (1) ( .
1. 0 :Y:po
=riGecqo,r 2 1Gc 1°3¢c 1 (12) g% o= o (18)

L 1 d4Us: 0% 5 1Y 3e
1

.3 r3 111G, IGc»3 A 3+ (13) with : g = b_3¢d 2 101, andU j 0. This ensures that the privacy-

0 preserving noisd=2is spectrally shaped to occupy primarily high-
whereNc:=r 2 1G¢ 1° 2 R 3 is approximated using privatized frequency components, which contribute less to gradient descent,
nite di erences, and3c 1 =G G 1. The observed gradiel:is while preserving thetY« XDP guarantee through post-processing.
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This approach facilitates improved recoverability of the informative
low-frequency gradient content.

3.3 Frequency-Domain Denoising

To recover the low-frequency content of the privatized gradient,
we apply the inverse of the noise shaping operation:

Gyllo:=F 1 4 F1° =« |2 R3” (19)

This ltering step yields the estimat®c = G416L°. SinceGy is a lin-
ear operator with spectral masky, this operation has complexity
$13 log3°and does not distort the signal beyond a known attenua-
tion factor. The covariance dicis a spectrally reweighted version
of Covi&®, which we exploit in the Kalman update below [12].

3.4 FFT-Enhanced Kalman Filter

We adopt the scalar-gain Kalman lItering approximation intro-
duced in B3, which simpli es the covariance matrices to scalar
multiples of the identity. Speci cally, we le¥ = ?c3, c=" 3,
and estimate the Hessian action using a privatized nite-di erence
formula with hyperparameter W j 0.

Prediction Step. Given 6¢ 1, we predict the next gradient by using
a rst-order approximation based on privatized nite di erences:

Beic 176c 1 (20)
E o cliptr51G, W& 1;b% © 21)
) _b2Bc W
O cliptr5 1Gg b ©
pT F de. (22)
b2Bc

where3c 1 =G G¢c1= [ 6c 1, ng N1 O'ffzd 3° is additional
noise for privacy, and clipping is applied to bound sensitivity. This
approximates the action of the local Hessian without explicitly
computing second-order derivatives.

Correction Step. The predicted gradient is then corrected using
the ltered observation &

Gc=11 " 6c1,®c ©

where” 2 10-1°is the Kalman gain that balances the reliance on the
prediction versus the new (denoised) observation. This form ensures
that the update direction incorporates temporal consistency across
iterations while attenuating the in uence of high-frequency noise.
Together, Eq922)and(C)constitute a computationally lightweight

Kalman ltering mechanism enhanced by frequency-domain denois-
ing. The per-step complexity i$13 log 3°for FFT operations plus
$13° for two gradient evaluations and nite-di erence computa-
tion, achieving overall e ciency while enhancing DP optimization
without sacri cing privacy guarantees.

3.5 Additional Discussion

The high-frequency shaping in E¢17)intentionally pushes pri-
vacy noise into spectral regions that matter least for optimization.
Because the Kalman lter relies on low-frequency temporal cor-
relations captured by Eq$22) (C), the FFT step removes most of
the injected disturbance before the gains applied, resulting in a
provably lower steady-state covariance.

Shin et al.

Algorithm 1 FFT-Enhanced Kalman Filter Optimizer (FFTKF)

Require: initial point G, base optimiseOpt, learning rate] , gain
~, FD parameteYy high frequency ratiod, clipping bound ,
noise scales#, fg.

1: 6‘1 0,3 1 0

2: forC =0e1e”""e) 1do

3 Sample mini-batch B

4: Compute privatized gradient with isotropic noise

6c =~  clipr5iGgb® F e Fc N0ef 230 (23)
b2Bc

5 @ G ¢ « FFT denoising
6: 6ecjc 1 Eq. (22) -« Privileged nite-di erence prediction
7: 6c Eq. (C)

8: G1 Opt Gel6c

9: X G c1 Gec
10: end for

Let ¢ =f2 3 be the covariance of the original DP noise;,
then the shaped noisBc=F 1t 4§ FIF ®° has covariance

r=F' 3 F ¢ F' 3 Fe (24)
whose low-frequency principal components are suppressed relative
to k. Hence, the Kalman lter receives observations with dimin-
ished low-frequency noise variance, resulting in lower mean-square
estimation error.

Crucially, FFTKF inherits th&13° memory andb13° algebraic
complexities of the simpli ed DiSK variant while adding only two

in-place FFTs per iteration.

Scalar gain Kalman simpli cation. Our FFT-Enhanced Kalman

Filter (FFTKF) inherits the scalar gain reduction of DiSEZ,
wherein both the state covariandg and the Kalman gain care
isotropic:

%=7c3* c="3" (25)

This diagonal simpli cation ensures that all matrix-vector oper-
ations reduce to scalar multiples of vector additions, preserving
an O13°runtime and storage pro le. The Hessian-vector product
N3¢ 1 is approximated with a single nite-di erence query:

r‘Ge, W ° riG c".
W

Nd3c 1 (26)

eliminating the need for Hessian storage or inversion.

FFT-based noise shaping. While DiSK performs time-domain
exponential smoothing, FFTKF additionally reshapes the injected
DP noise to concentrate its energy in the high-frequency spectrum:

CFE o 1do::§1. N
:31 dg U % oo
(27)

Fe=F !

with pivot index: ¢ = b_3c¢ The mask ¢ acts as a soft high-pass
Iter for the noise, minimizing the e ect of noise on low-frequency
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Model Method CIFAR10 CIFAR100 MNIST Tiny-ImgNet
DPAdam 60.83 23.34 91.18 10.93
CNN5 DISK 70.57 39.62 92.52 23.45
FFTKF 70.86 40.80 92.62 22.62
DPAdam 53.81 15.53 91.18 10.63
WRN-16 DISK 69.33 35.19 92.52 24.13
FFTKF 70.38 35.91 92.62 24.61
DPAdam 53.72 14.74 91.18 9.94
WRN-28 DISK 71.22 37.79 92.52 26.96
FFTKF 72.58 38.93 92.62 27.63
DPAdam 54.50 14.05 91.18 8.92
WRN-40 DISK 72.13 37.31 92.52 27.41
FFTKF 73.73 37.95 92.62 27.83
DPAdam 50.98 19.83 91.18 13.47
ViT-small DISK 58.79 32.44 92.52 25.70
FFTKF 59.85 32.46 92.62 25.96

Figure 3: Left: Test accuracy (%) under 'n =4° across four datasets and ve model architectures. Right: Test accuracy across *den®°

at epoch 40.

directions where the Kalman lter's predictive prior is most accu-
rate. This ltering can be viewed as a dual to the temporal smooth-
ing in DiSK, but operating in the spectral domain.

Computational footprint. Compared with DPSGD, FFTKF re-
quires one additional forward pass per iteration to compute the
nite-di erence directional gradient, a forward transfornf , and

its inverseF ! . Both operations scale &3 log 3°, while the state
vector 6z and di erence direction3c are stored a$13° vectors.
Thus, FFTKF matches the memory pro le of DiSB but enables
more precise noise attenuation with marginal overhead.

Privacy guarantee. Since the FFT operation is orthonormal, it
preserves the, norm:

kF"ckz =k d F1F c°|(2 kF ckz" (28)

Thus, FFT-based reshaping does not increase the sensitivity of the

privatized quantity. The overall privacy budgéy « Xfemains ex-

actly that of DPSGD and DiSK, guaranteed by the post-processing \where = F 1

property of di erential privacy, which ensures that any transforma-
tion applied after the privatization step cannot degrade the original
privacy guarantees.

4 Theoretical Analysis: Privacy-Ultility
Trade-o

We theoretically analyze our method based on KF- Iter method for
di erential privacy [20].

Let the FFT operator b€ : R® | C 2 with inverseF 1, as
introduced in Section 3.1. Fix a pivotindey = b_3¢_ 2 10-1°) and
a high frequency attenuation ratiod 2 10-1°. De ne the diagonal
spectral mask:

I (29)

0 3:0

d :diagh;”}"-lll de””7e1 d-}

and the deterministic posprocessing mag616° = F1 4F6 "
Given a privatised gradierfic, the Itered release i$: ;= %16°”
Then, privacy is preserved.

Proposition 1: Post -processing invariance Becauséxis data in-
dependenBistYes XBP whenever the DiSK gradiégis 1Y« XBP!

The mask satis ek gk> = 1; hence%does not increase the
2-sensitivity of its input. The Gaussian noise scdle chosen
for DiSK therefore continues to satisfy the targéY« Xbudget.
Consequently, Algorithm 1 inherits exactly the same overafle X°
guarantee as standard B®GD/DiSK, computed with the moments
accountant over) iterations.

Lemma 1: E ect of the low -pass mask Write6c=r1 1G & ,[ ¢
with[ ¢ N20ef 2 30. Letdf = :g, 11 d° 213 : o°«3.Then

EBYs= riGP  Cov@=f 2

4 F satisesk sko = d andtr Covva =

d® 3f2.

Proof. Unitary invariance of yields the stated mean and covari-
ance. Eigenvalues of are 1 (multiplicity: g) and 1 d (multiplicity
3 0).
Remark. Bias in Lemma 4 referstoBYs r 1G®; Itering does
not introduce systematic noise bias but scales the signal by .
Lemma 4 replaces the isotropic noise te8fZ in the DiSK anal-
ysis with d*3f 2 and introduces a multiplicative bias factor 4 .
Repeating the steps of Zhang et al. [32, Theorem 2] yields:

Theorem 2. Privacy utility with FFT Itering Under Assump-
tions A1 A3 and the samé[+”*W%chedule as in Zhang et g32],

1This follows from the post-processing theorem of di erential privacy [8, Thm. 2.1].
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Figure 4: Test accuracy curves at € = 4 across four datasets (CIFAR10 [14], CIFAR100 [14], MNIST [17], Tiny-ImageNet [16]) and
five model architectures. Each plot compares DPAdam [27] (green), DISK [32] (blue), and the proposed FFTKF-DPAdam (red).
FFTKEF consistently improves final test accuracy, particularly on CIFAR and Tiny-ImageNet benchmarks.

Algorithm 1 satisfies
)-1

1
= E|VF(x)l? (30)
TC:O
2 F(xo) — F® VF 2
< (x0) + BIIVF (xo) || (31)
CI”T
27,20 s
HBEDR  ayptdot + (32

Clr]

+p%Gy, (33)

where Gy = )1 ¢ EIIVF(x;)||? and
Cr=(+x—-2nL) —4(f+n*L)(1 — k)2 Li 2+ 1 +y]). (34)

Practical choice and independence of the mask. In all experi-
ments we fix A = 5 and p = 0.5 a priori (i.e. independently of any
individual training sample); this gives p® = 0.625 and p? = 0.25.
Thus the DP-noise contribution is reduced by 37.5% while the ex-
tra bias inflates the optimization term by at most 25%, yielding a
provably tighter trade-off than plain DiSK.
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